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wwscv  The new gTLD program: risk vs. reward

The new gTLD program offers a lot of positive
opportunities

» This is why Verisign has applied for over a dozen strings and
is contracted to act as a backend registry for nearly 200 others

- But, the security and stability of the DNS is serious,
and risk-taking at the DNS root has global implications

- ICANN'’s community has fractured: do applied-for
gTLD strings pose risks? “Yes,” “no,” “yes, but...”

* Evidence and measurements are critical in clarifying
what the appropriate level of caution should be

Verisign Public
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wsev  ASsessing risk can be done broadly and also in a
focused manner

- In our recent Technical Report, we examined the
broad “spread” of risk across all applied-for strings with
a candidate Risk Matrix

* But, now we add a focused (per-gTLD) methodology
- We add “who is impacted” to our “what’s the problem” analysis

* We use network-level information (such as ASNs) and
semantic information (namespaces) to identify
impacted parties employing applied-for strings

- How many namespaces are actually going to be impacted,
and what might actually break for them

For example, why do we see DNS Service Discovery (SD)
queries and virus scans that seem to be from residential
apartment complexes?

Verisign Public
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To illustrate the efficacy of this approach...

* Hoping to alleviate concerns, some have sought to
exonerate individual applied-for strings

- Commonwealth Bank of Australia claimed to be the
primary source of .cba queries

“As the cause of the name collision is primarily from CBA... it is within the CBA realm of
control..." :

http://forum.icann.org/lists/com ments-name-collision-05aug13/msg00004.html

* Interisle Consulting Group ranked .cba as 153 out of
all strings, w/ 952 Internal Names Certificates, and
classified as “uncalculated risk”

* However, without broad root server system
instrumentation and qualitative analysis,
Commonwealth Bank simply cannot know

* This presentation illustrates a deeper analysis of .cba

Verisign Public
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VERISIGN OUtIine
* Reprise our analysis of network spread for .cba
« Namespace Definition and Characterization

» Findings and Future Work

Verisign Public
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wasov  Spread: Sources of queries for .cba

- We observed 504K queries for .cba related domains
NXD root traffic from 12 sites carrying both A+J between 7/16 and 9/5/2013

- Global interest but intense activity out of Japan

Fraction of Requests By Country for .CBA Domai
Country Query Count Percent .
apan 399044 79%
United States 47198 9% 4
Brazil 11591 2% i
Australia 8255 2% 1 2
Canada 4728 1% -
China 3525 1%
Germany 3332 1%

OTHER 26549 5% ,, —

» Operational constraint resulted in limited visibility across our
sites, impacting accuracy and depth of our analysis

Queries from NTT-ME in Chiba, Japan primarily hit Tokyo site; when it was
added it changed the scope of the findings

Current study covered 100% of A root and an estimated 50% of J root

Verisign Public
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wisev  Heat map of query sources for .cba

ANY color

CBA NXDomain Requests 'nd_'ca_tes
- potential impact

'-_ _%

0 10 20 30 40 50 60 70 80 90100
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wusov  What network sources are making these queries

- 2,639 unique ASN’s
. AS9595 NTT-ME Corporation 396,742 |
across 1 71 COuntneS AS15169 Google Inc. 16,806
responsible for gueries AS7018 AT&T Services, Inc. 7,179
AS8075 Microsoft Corp 5,629
AS7922 Comcast Cable Communications, Inc. 2,746
AS30607 302 Direct Media LLC 2,737
. ~AKo ,
1 ’785 ( 68 /°) ASNS AS16880 Global IDC and Backbone of Trend Micro Inc. 2,247
made more than 1 AS27882 Telefonica Celular de Bolivia S.A. 2,184
AS28573 Servicos de Comunicao S.A. 1,916
ry over the '
que y . € . AS4804 Microplex PTY LTD 1,796
collection period AS1221 Telstra Pty Ltd - 1,711 |
AS577 Bell Canada 1,629
AS4230 Embratel 1,507
« Top 20 ASN’s account  |As6830 Liberty Global Operations B.V. 1,434
ane f ” ri AS45867 Commonwealth Bank of Australia 1,388
for ~90% of all queries AS36692 OpenDNS, LLC 1,326 |
AS7132 AS for SBIS-AS 1,192
. " AS22773 Cox Communications Inc. 1,130
* NTT-ME Corporatlon N as3356 Level 3 Communications 1,119
Japan generates ~79%  AS71 Hewlett-Packard Company 1,052
pang

of all queries

Verisign Public 8
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wisev  Breaking down the full queries

Labels in Number of

Query Queries Percent

- The queries vary in length 1 2,19 s
2 32,863 7%
- Some query names can leak 3. 217,15 43%
. . 4 20,672 4%
information about end user T 235
1 6 42,332 8%
namespaces, services, ° i 2%
protocols, and more 8 8,482 2%
9 760 0%
*  www.cba 10 268 0%
- cbadomain.cba - o%
12 6 0%
- wpad.CBA 13 2,556 1%
14 5,956 1%
: 15 640 0%
- Example 14 label query: 16 171 0%
17 132 0%
18 28 0%
19 2 0%
36 8 0%
0.0.0.157c. ... .avgs.mcafee.com.gama.cba
504,222

Verisign Public
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wsav  What do we mean by “namespace”

- One primary goal is using semantics to identify
impacted parties
* In this work, we do this by analyzing “namespace” collisions

- Here we define namespace as a Second Level
Domain (SLD) that is queried for by any of our risk
vectors

- WPAD, ISATAP, Bonjour/DNS-SD, McAfee GTI

* Each répresent automated configuration attempts or
information leakage

Each define their namespace in the most significant labels
* We leverage this to identify the logical configuration
boundaries of impacted parties
 The semantic names of those who may suffer

« Here we focus on DNS-SD and McAfee GTI services

Verisign Public

10
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vrssv ~ What is Bonjou r?

“Bonjour, also known as zero-configuration networking, enables automatic discovery
of devices and services on a local network...” https://developer.apple.com/bonjour/

A DNS Service Discovery protocol for network services like:
printers, Apple TV, etc...

Also enables smart home automation technologies like:

thermostats, remote and physical access systems, energy management,
alarms, etc.., e.g.,:

http.//www.marvell.com/smart-energy/assets/Marvell-Smart-Energy-Platform-Brief. pdf

DNS-SD queries leak from the local namespace when a machine
thinks it exists in a “zone” that does not exist in global DNS

- 106,881 (21.2%) of all CBA queries represent explicit DNS-SD
related queries

Anyone could potentially answer DNS-SD queries

> S0, when a Bonjour or other DNS-SD client asks where its printers
are, who is really answering?

Verisign Public

"
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Namespace identification

- Distinctive query structure in the different service
related activities can help us identify “namespaces”

* makuharibaytown-mirama3.cba comes from Bonjour control queries:
Ib._dns-sd._udp.makuharibaytown-mirama3.cba
b._dns-sd._udp.makuharibaytown-mirama3.cba

* r._dns-sd._udp.makuharibaytown-mirama3.cba
- stelmat.local.cba from other services, perhaps as a result of
standards-based search list processing or explicit configuration
»  wpad.stelmat.local.cba
isatap.stelmat.local.cba

- These namespaces can each be localized
makuharibaytown-mirama3.cba only receives traffic from Japan
stelmat.local.cba primarily receives traffic from Brazil

Verisign Public

12
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Generalized impact statement

- The namespaces conducting Bonjour and other DNS-SD queries
account for 80% of all queries seen in CBA
- Of the 65 namespaces:
49 are based in Japan
* 5 are based in Brazil
2 are based in Canada

Only 1 sees activity from Australia and that namespace has the most
diverse set of queries.

»  We automate this portion across any TLD

* Under TLD X there are Y number of namespaces relevant in Z region
or country

Verisign Public i3
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wussv  DNS-SD/Bonjour-based namespaces

* 63 different namespaces are making DNS-SD queries

- Stelmat is a networking company based in Cuiaba, Brazil
(0.5% of CBA queries)
abando-neharal.cba

Ia-m—13.cba
b-t—lo.cba
E—takane4.cba
a-takane5.cba
b.national.cba
b.stelmat.local.cba
esc-oyumino.cba

HECNOLOGIA

etc-kaihinmakuhari.cba (Ut GLRA

g-n-2.cha ECONOMIA

p;j(’;:‘;:;:ﬁa *  Makuhari Baytown High-rise in Chiba, Japan (4.9% of
ichikawaminami-3.cba CBA querles)

ichikawaminami-4.cba
maehara-b2.cba
makuhari-bavtown.cba
makuharibaymirama-ru.cba
makuharibaytown-mirama3.cba

Verisign Public 14
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wsev  MICAfee Global Threat Intelligence (GTI) leaks

“GTI provides the most up-to-date malware detection ... receives the request
from ... endpoint, it determines if this program is malicious and responds
appropriately.” https://kc.mcafee.com/corporate/index?page=content&id=KB53735

- GTI clients emit DNS queries whenever files (exe’s,
pdfs, apks, etc.) are being checked for malware,
essentially piggybacking on the DNS

9.y-0.<label>.<label>.157c.1beb.3eal.21 0.0.<Iabe|>.avts.mcafee.com.winsinagez.cba

9-0.<label>.<label>.157c.1beb.3ea1.410.0.<label>.avts.mcafee.com.parkside-
kamagaya.cba

- Monitoring queries leaks info about files being scanned
- Active responses tell clients if malware is detected
 Blocking responses impacts malware service

« Possible result of standards-based search list
processing

Verisign Public 15
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wsov  NICAfee GTI based namespaces

* 30 different namespaces are making McAfee queries

Parkside Kamagaya — Rental property in Chiba,
JP (parkside-kamagaya)

parkside-kamagaya
makuharibaytown-mirama3
maehara-b2
winstown-inage45
makuharibaymirama-ru
link-ichikawa-03
wt-inagekaigan3
w-g-c-2

yachiyo-pc12
Ep-sonnou-4

w-g-c-1

Winsinage2
ilink-ichikawa-04
er-ichié

[Toyoshiki2
ilink-ichikawa-02
takanedai-9

-n-2
ichikawaminami-3
a-takane5

Makuhari Baytown High-
rise in Chiba

(makuharibaytown-mirama3 and
makuharibaymirama-ru)

I-Link Ichikawa The Towers
East (ilink-ichikawa-03)

Verisign Public S 16
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wasaw 90, does CBA own .cba? ConmonwealthBank /

- There are no labels being queried in .cba that explicitly
indicate “Commonwealth Bank of Australia” or obvious
derivatives

* Inspecting the hostnames it appears they may be operating:

« commnet.cba
+  hitp://www.ours

Telephone 1800 023 928 between 8.30am and 5.00pm (Sydney time), Monday to Friday
« commnet2.cba (or +612 9303 6548 if calling from outside Australia)
- commsec.cba o= (02) 9303 7790
) Mail GPO Box 4758, Sydney NSW 2001
* commsec-it.cba Email osfms@colonialfststate com.au
° com mseecba Intranet in'n-!nh!-i- cba/staﬂ'&uper/ﬁmds
Or find us at HR Intranet > Pay & Leave > Pay > Superannuation, then
click on the OSF link
Interet www.osfsuper.com.au

Some Australian queries for “.CBA”

- Liberal estimates for their traffic range from ~2-6%
of .cba queries based on above namespace volumes

Verisign Public 17



O

vasiew  [Nitial findings

- Focused analysis of gTLD strings enables more
nuanced and qualitative analysis
» Has allowed us to discover additional service behaviors and
namespace communities
» A possible relation between learned namespaces
In .cba and residential and commercial entities
- Stelmat, Makuhari Baytown High-rise, Parkside Kamagaya, |-
Link Ichikawa The Towers East, efc.
- Our new systematic techniques allow us to discover
namespaces in a repeatable/automated way
» Uses protocol/service-specific techniques to learn
namespaces
- Under ICANN'’s risk mitigation plan, the bank would
appear to assume all liability for delegation of.cba

Verisign Public
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Conclusions

verisign Pubiic 12DIlity to applicants considerably

Most applicants do not seem to be qualified to assess the risks of delegating their
strings without visibility to root server system data and qualitative analysis;
indicators simply not within their current observation space

* - Necessitates implementation of SAC045 & SAC046 recommendations
regarding early warning and instrumentation across root server system

X.509 certificates serve as an indicator of usage for a given string and
vulnerabilities exist until ALL certificates expire (revocation alone is insufficient)

DNS Service Discovery and apparent standards-based search list interactions
account for a large number of the queries at the root for these and most other
applied-for strings; this may pose considerable risks

* Given types of devices that employ DNS-SD, notification and upgrade/
corrections could be costly + resource intensive and should begin immediately

Our analysis proves the wisdom of Interisle’s warning in their report’s Executive
Summary in that:

* ". additional qualitative analysis of the harms that might ensue from those
collisions would be necessary to definitively establish the risk of delegating
any particular string as a new TLD label, and in some cases the consequential
harm might be apparent only after a new TLD label had been delegated.”

* Furthermore, we believe much can be accomplished by ICANN directly before
ANY delegation occur, thereby both minimizing risks to consumers and

19
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